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This document provide a quick guide to the configuration method for the OneDrive for Business
connector in AutoStore 7 or AutoStore 8
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Configure the AutoStore OneDrive Web Authorization Service.

This service allows a user to give the AutoStore OneDrive application permissions to access their
OneDrive for business account. The service provides the users access to a webpage, which goes through
authorization process. Users will need access to this webpage on the AutoStore server on their local
network only. The AutoStore server will need Internet access to allow the Web Authorization services to
connect to OneDrive and obtain the authorization key.

Run the NSI.AutoStore.OneDriveWebAuthConfigurationTool.exe which can be found as shown below in
the AutoStore installation directory
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Figure 1 - AutoStore 7 Installation Directory

| = | Application Tools  AutoStore
Home Share View Manage
« v P » ThisPC » Local Disk (C:) » Program Files » MNuance » AutoStore
MName " Date modified Type Size
# Quick access NSi. AutoStore.KonicaCapture, WebDav.dll 21/05/201922:02  Application extens... 27KB
I Desktop A |2 NSi.AutoStore KonicaCapture J XML Docurment 6 KB
¥ Downloads 4 [E NsiAutoStoreKonicaCaptureScript 21/05/2019 19:01 Compiled HTML ... 447 KB
Documents » [5] MSi.AutoStore, OneDriveWebAuthConfigureTool 21/05/2019 23:27 Application 67 KB
& Pictures » MNSi.AutoStore. OneDriveWebAuthorization.dll 21/05/2019 23:27 Application extens... 18 KB

Figure 2 - AutoStore 8 Installation Directory

Run the Configuration tool and you are presented with the following screen:
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£} Web Authorization Server Configuration ... —

Gereral  |og On

Wweb Autharization Server

Port: 3245

[] Use 55L

[] Windows Single Sign On

Wweb Authorization Service
Startup Type:

Automatic e

Start Stop

Save Cancel Help

"4
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On this screen you can configure the port to be used for connection to the service, you must add an SSL
certificate to use HTTPS connection which is required and set the status of the Windows service the tool
uses. You should check the setting, save and start the service. The Log On tab allows you to
change/amend the account used to run the service, this ideally should be the same account as the

AutoStore service.
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Adding the App to OneDrive / Azure

To allow user to scan to their OneDrive accounts in OneDrive for Business the user must authorize the
AutoStore App to have access to their OneDrive. This is done via the user allowing access and a token
being securely stored on the AutoStore server. This means that the user can change their passwords
and the AutoStore server does not need them if they continue approve access.

Cnelrive ot

OneDrive settings  Proxy settings
Web authorization callback
Client ID: | |

Client secret; | |

Redirect URI: | |

Add suthorization app

Lctive OneDrive [D:

Manage Accounts
Cnelrive directory:
Rename file
Chverride existing file
Create link: Separator:
Scope: Type:
Share with:
Timeout:

Cancel | [ Hep

From the OneDrive route component configuration click on the “Add authorization app” this will open a
web browser and link to the Microsoft Developer authorisation portal.

The user creating the AutoStore workflow will be asked to login to the OneDrive for Business as shown
below:
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Application Registration Portal

Termms of wae  Privacy N cookies .

Once the user has logged in, you will be presented with the Application Registration Portal. Currently
the connector takes you to the older registration portal. This can be used if required, but it being
deprecated by Microsoft soon.

My applications

»

Click on the “Launch the new App registrations experience in the Azure portal” link on the above web
page
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Click on the Add Authorization App and click on the Azure Portal option provide by Microsoft on the
page. This should take you via login screens to the Azure Portal as shown below:

A hitps ATUIELOM M lale D« @C A appregisteations - Microso

Micosoft Azure 0 Search ressurces, snweer and dec [G+,)

ADp regetratong

Cruate a resourcs O App registrations

o vew ragistration 8D Indpaints X Troutreshooting W Got lescback

o Welcome 10 the nese and amproved App regstrtions {row Uensraby deniiable). See what's new =

*  FAVORITES A\ Locking t0 leam how ' changad from App e

SHP want 10 ute ApD registrations {Legacy)? Go

B A resources

W Resource groups All spphcations Cwned applications
B App Sarvices ) -
APPUCATION (CUENT) 1D CALATID OM CERTWICATES & STCRETY

19605450100 -4ch8-30¢- 2007Te.. WS/ 209 9 Current

ellrive Apy FIDOI0E-BET-A0G-E9QT-aTIS0T .. 9/18/2019 © Cutrant

BB Stoeage accounes

Virtuak networks

. Azure Actve Dwectory

@ rooetor
D nivisar

& seanty Centm

Cost Maragunent + Biling

Click on the new registration button.
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Register an application

* Name

The user-facing display name for this application (this can be changed laten).

AutoStore 8.1 FP4 v

Supported account types

Who can use this application or access this API?

O Accounts in this organizational directory only (Kofax, Inc. only - Single tenant)

.é. Accounts in any organizational directory (Any Azure AD directory - Multitenant)

O Accounts in any organizational directory (&ny Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

Q Personal Microsoft accounts only

Help me choose.,

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

Web v | | JLocalhost:3245/NSlLAutostore.OneDriveWebauthorization/default.aspv

ly proceeding, you agree to the Microsoft Platform Policies =

Enter a name for the App that your users will recognize and select the application level of Multitenant
not including personal accounts

Enter the Redirect URI in the web as
HTTPS://[FQDN]:[PORT]/NSi.Autostore.OneDriveWebauthorization/default.aspx

and click Register
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Home > App registrations » AutoStore 8 Azure

sz AutoStore 8 Azure

|fl)

|<<

I overview

i Quickstart

Manage

@ Branding

3) Authentication
Certificates & secrets

2~ API permissions

& Expose an AP

i Owners

[l Manifest

Support + Troubleshooting
X Troubleshooting

2 New support request

% Roles and administrators (Previ...

i Delete & Endpoints

0 Welcome to thed I and improved App registrations. Looking to learn how it's changed from App registrations >
Legacy)?

Display name
AutoStore 8 Azure

Application (client) ID
d1ce307¢-2bf4-4277-a84c-49fe01d3fbas

Directory (tenant) ID
bcd8ba5f-75e2-4d6c-8aa5-fff6c8baalff

Object ID
521e84e7-2346-4782-3d79-493194017942

Call APIs
* @

Eﬂéﬂm
B = ©

Build mare powerful apps with rich user and business data
from Microsoft services and your own company’s data

sSources.

View APl Permissions

Sign in users in 5 minutes
ol

Use our SDKs to sign in users and call APls in a few steps

View all quickstart guides

L JosH-
am 'y (]|

Supported account types
My organization only

Redirect URIs
1 web, 0 public client

Application 1D URI
Add an Application ID URI

Managed application in local directory
Autostore 8 Azure

Documentation

Microsoft identity platform
Authentication scenarios
Authentication libraries
Code samples

Microsoft Graph

Glossary

Help and Support

This will show the app and allow you to configure the required options as below:
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—)- AutoStore 8 Azure - APl permissions = X

|<<

AP| permissions
HE Overview Applications are autharized to call APIs when they are granted permissions by users/admins as part of the
consent process. The list of configured permissions should include all the permissions the application needs.

Quickstart
" + Add a permission "
Manage
API / PERMISSIONS M... TYPE DESCRIFTION ADMIN COM... STATUS

& Branding
3) Authentication ¥ Microsoft Graph (1

Certificates & secrets User.Read Delegated  Sign in and read user... -
=+ API permissions These are the permissions that this application requests statically. You may also request user consent-

able permissions dynamically through code. See best practices for requesting permissions
& Expose an API

i, Owners
Roles and administrators (Previ... Grant consent
Manifest These permissions have been granted for Kofax, Inc. but aren't in the configured permissions list. If your

application requires these permissions, you should consider adding them to the configured permissions list.

Support + Troubleshooting
A Troubleshoating

2 New support reguest

Click on the API permissions option and click Add a permission
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S Request AP| permissions

Select an API

i Microsoft APls APls my organization uses My APls

Commonly used Microsoft APIs

Microsoft Graph F Y
Take advantage of the tremendous amount of data in Office 385, Enterprise Mobility +

Security, and Windows 10, Access Azure AD, Excel, Intune, Outlock/Exchange, OneDrive,

OneNote, SharePaint, Planner, and mare through a single endpoint.

@é Azure Batch
=]

Schedule large-scale parallel and HPC
applications in the cloud

(| ' Azure DevOps

Integrate with Azure DevOps and Azure
DeviDps server

/S Azure Service Management

Programmatic access to much of the
functionality available through the Azure
portal

\’%—G Dynamics 365 Business Central
Programmatic access to data and

functionality in Dynamics 385 Business
Central

D"’. I Flow Service

Embed flow templates and manage flows

Click on Microsoft Graph

:?i Azure Data Catalog

Programmatic access to Data Catalog
resources to register, annotate and
search data assets

U Azure Key Vault

Manage your key vaults as well as the
keys, secrets, and certificates within your
Key Vaults

Azure Storage
Secure, massively scalable cbject and

data lake storage for unstructured and
semi-structured data

B Dynamics CRM

Access the capabilities of CRM business
software and ERP systems

I;I, Intune

Programmatic access to Intune data

._ Azure Data Lake

Access to storage and compute for big
data analytic scenarics

Azure Rights Management
Services

Allow validated users to read and write
protected content

Data Export Service for
' Microsoft Dynamics 365

Export data from Microsoft Dynamics
CRM organization to an external
destination

D Dynamics ERP

Programmatic access to Dynamics ERP
data

G Office 365 Management APls

Retrigve information about user, admin,

RSP N SRR SO U
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Request APl permissions x

€ all APIS

Microsoft Graph
https://graph.microsoft.comy Docs [

What type of permissions does your application require?

Delegated permissions Application permissions

Your application needs to access the AP| as the signed-in user. Your application runs as a background service or daemon without a
signed-in user.

Click on Delegated Permissions
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Request API permissions

C All APIs

P DeviceManagementServiceConfig

} Directory

P EAS

» EduAdministration

} EduAssignments

b EduRoster

» EWS

P Family

* Files (1)

O

& O 0O

o O

Il

Files.Read
Read user files @

Files.Read.All
Read all files that user can access @

Files.Read.Selected
Read files that the user selects (praview) @

Files.ReadWrite
Have full access to user files @

Files.ReadWrite. All
Have full access to all files user can access @

Files.ReadWrite AppFolder
Hawve full access to the application's folder (preview) @

Files.ReadWrite.Selected
Read and write files that the user selects (praview) @

} Financials

click on the File.ReadWrite to select this permission and also click on Online_Access

KOFAX:#

14| Page



Request APl permissions

C All APIS

Microsoft Graph
https:/fgraph.microsoft.com/ Docs [

What type of permissions does your application require?

Delegated permissions

Your application needs to access the AP| as the signed-in user.

Select permissions

A

Application permissions

Your application runs as a background service or daemon without a
signed-in user,

expand all

| Type to search

PERMISSION

O email

View users' email address @

offline_access
Maintain access to data you have given it access to @

openid
[ Sign users in @

0 profile
View users’ basic profile @

» AccessReview

P AdministrativeUnit

b AgreementAcceptance
» Agreement

b Analytics

b AppCatalog

b AnnRoleAccinnmant

Click Add permissions and review the permissions

ADMIN CONSENT REQUIRED

&
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s -5)- AutoStore 8 Azure - APl permissions £ X

|0 Search (Cirt+)

|<<

B Overview
Quickstart

Manage

8 Branding

3) Authentication
Certificates & secrets

<+ AP permissions

& Expose an API

i Owners

Roles and administratars (Previ...

W8 Manifest

Support + Troubleshooting
K Troubleshoating

3 New support request

Permissions have changed, please wait 10 seconds before granting admin consent. Users and/or admins will have to
consent even if they have already done so previously.

AP| permissions

Applications are authorized to call APls when they are granted permissions by users/admins as part of the
consent process. The list of configured permissions should include all the permissions the application needs.

|| -+ Add a permission "

APl / PERMISSIONS M... TYPE DESCRIFTION ADMIN CON... STATUS
¥ Microsoft Graph (:

Files.ReadWrite Delegated Have full access to u... -

User.Read Delegated  Sign in and read user... -

offline_access Delegated  Maintain access to d... -

These are the permissions that this application requests statically. You may also request user consent-
able permissions dynamically through code. See best practices for requesting permissions

Grant consent

These permissions have been granted for Kofax, Inc. but aren't in the configured permissions list. If your
application requires these permissions, you should consider adding them to the configured permissions list.

Click on the Certificates & Secrets
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AutoStore 8 Azure - Certificates & secrets

| O Search (Ctri+/) | «

Owverview

Quickstart

Manage

&8 Branding
5) Authentication
Certificates & secrets
AP| permissions
Expose an AP|

Owners

Roles and administrators (Previ...

8 Manifest

Support + Troubleshooting
74 Troubleshoating

2 Mew support request

Click on the New Client Secret

¥

Add a client secret

Description

Credentials enable applications to identify themselves to the authentication service when receiving tokens at a
web addressable location (using an HTTPS scheme). For a higher level of assurance, we recommend using a
certificate (instead of a client secret) as a credential.

Certificates

Certificates can be used as secrets to prove the application's identity when requesting a token. Also can be
referred to as public keys.

" 7 Upload certificate "

No certificates have been added for this application.

THUMBFPRINT START DATE EXPIRES

Client secrets

A secret string that the application uses to prove its identity when reguesting a token. Also can be referred to as
application password.

=+ New client secret

DESCRIFTION EXPIRES VALUE

No client secrets have been created for this application.

| AutoStored

Expires
JIn 1 year
) In 2 years

®) Mever

o

Add a Description and click on the expiry required, usually Never.
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Client secrets

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as
application password.

|| 4+ Mew client secret "

DESCRIPTION EXPIRES VALUE

AutoStores 12/31/229%  VHnH/j025z+mS=04L\WaY0/G*GWIAhtUS [D i

This will give you the Password which needs to be copied and stored as this will be entered into the
AutoStore OneDrive component.

The application is now configured and can be used in the configuration of the AutoStore OneDrive
componen
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Copy the details to the AutoStore Component as shown below:

Onelrive

OneDrive settings  Proxy settings
Web authaorzation callback

Client ID: |267c921d-2e82-4777-9946- 78412526885 |
Client secret: |_90rb3BVzL p-lv uulPIOC5Ke g Tet |
Redirect URI: [HTTPS://Localhost:3245/NS| Autostore Onel

Add suthorization app

Accournt
Active Onelrive 1D |iuhn campbellhiggens @kofax.com |

Manage Accounts

Destination

Onelrive directory: |Demu Ducumerrts\‘ﬂ.sx::‘J:;"Jertical‘?:;"‘-.|

Rename file | ~ASK:%DoeType i ™-"0DR: Counter~0DR: |

[ ] Override existing file

Create link: Separator:
Scope: Type:
Share with:
Timeout: 100
QK Cancel Help

Client ID is the Application ID

Application Id

e9b802a6-867f-4f05-8987-a7f507 1d64df

Client Secret is the password that was created for you and displayed once.

Redirect URI is the URL that you entered and should be similar to

=

KOFAX:#

HTTPS://[FQDN]:[PORT]/NSi.Autostore.OneDriveWebauthorization/default.aspx.
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To test you can use the Manage Accounts button to create and account which has approval, the account
used to connect at runtime will be the one in the Active OneDrive ID field. This should be an RRT which
is replaced with the user id that is doing the scan at the time.
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Manage Accounts via the Route Component Configuration

In the route component, click on the Manage Accounts button

si& Manage Accounts )4
Active OneDrive 1D || | @
| Authenticate
Flainle

Puthonzaton Cache Location:

C:M\Program Data“Muance  AutostoreOne Drive Route Tokens |

OK | Cancel | | Help |

This will allow you to authenticate users from the Configuration of the route component. Clicking on
Authenticate will take you to the OneDrive Account Authentication page window, allow the user to login
and ask them to give permission for the app as shown below:
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s@ OneDrive X

B Microsoft

john.campbellhiggens@kofax.com

Permissions requested
AutoStore 8.1 FP4

This application is not published by Microsoft.

This app would like to:
v/ Sign you in and read your profile
\/ Maintain access to data you have given it access to

v/ Have full access to your files

Accepting these permissions means that you allow this app to use
your data as specified in their Terms of Service and Privacy
Statement. The publisher has not provided links to their Terms
for you to review. You can change these permissions at
https://myapps.microsoft.com. Show details

Does this app look suspicious? Report it here

Terms of use  Privacy & cookies

Their token will then be securely stored and they will be added to the List of Users as shown below:
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J& Manage Accounts X

Active OneDrive (D

john.campbellhiggens @kofax.com Aurthenticate

Puthonzahon Cache Location:

C:\ProgramData“Muance ' Atostore\OneDrive Route Tokens

QK Cancel Help

The alternative is to allow users to authenticate using the Web Authorisation service which we setup
earlier in this process.
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User granting permission via the Web Authorisation service

Users should grant permission for the AutoStore App to access their OneDrive for Business prior to any
capture takes place.

Users can do this by using there browser to browse to the webpage that you created in the process
above. This would normally be:

https://[FQDN]:[PORT]/NSi.Autostore.OneDriveWebauthorization/default.aspx
In our example here the address is

https://W16-AS:3245/NSi.AutoStore.OneDriveWebauthorisation/default.aspx

AUTOSTORE ONEDRIVE AUTHORIZATION

Use this page to allow AutoStore to access your OneDrive,

BELOW ARE THE STEPS YOU SHOULD FOLLOW:

1. Click on Start Mow button to start the process.

]

. Complete Onelrive Authorization process,
3. Copy the Authorization Code and paste into Authorization Code textbox

4, Click on Submit button.

User should then click on the Start Now button
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User will be asked to login to their OneDrive account as shown below

e Sign in to your account - Google Chrome = O X

& login.microsoftonline.com/common/oauth2/v2.0/authorize?client id=e9b802a6-867f-4f05... O

Br Microsoft

Sign in

john.campbellhiggens@kofax.com

-

No account? Create one!

Can't access your account?

gn-in options

Terms of use  Privacy & cookies

This can include redirection to the organisations login as shown below:
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@ Sign In - Google Chrome - O X
8 kfxdfs.kofax.com/adfs/ls/?client-request-id=b020296f-4f23-44de-823c-42ac50bed0978wa=w...

kfxdfs.kofax.com

Sign in with your organizational account

john.campbellhiggens@kefax.com

Password

|| Keep me signed in

© 2013 Microscft

Once authenticated the user will be asked to allow authorization of the app as below:
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s@ OneDrive X

B Microsoft

john.campbellhiggens@kofax.com

Permissions requested
AutoStore 8.1 FP4

This application is not published by Microsoft.

This app would like to:
v/ Sign you in and read your profile
\/ Maintain access to data you have given it access to

\/ Have full access to your files

Accepting these permissions means that you allow this app to use
your data as specified in their Terms of Service and Privacy
Statement. The publisher has not provided links to their Terms
for you to review. You can change these permissions at
https://myapps.microsoft.com. Show details

Does this app look suspicious? Report it here

Terms of use  Privacy & cookies

And click on Accept

They should then see the success message
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AUTOSTORE ONEDRIVE AUTHORIZATION

Your OneDrive account has been registered to AutoStore System successfully.

The AutoStore administrator can view who has authorized by viewing the OneDrive Route component
and selecting Manage Accounts.
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